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ABSTRACT

A literature survey on fingerprint feature extraction and matching techniques, encompassing traditional
identification methods and novel approaches. The research aims to design an advanced fingerprint feature
extraction method, emphasizing pixel details. The process involves acquiring high-quality fingerprints with a
high-resolution scanner, followed by image enhancement and thinning. Subsequently, features are extracted and
estimated, facilitating matching with a template database through a pixel-based algorithm. The uniqueness of
these features ensures a high probability of accurate matches against a large database.
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1. INTRODUCTION

Biometrics plays an evolving role in contemporary society, employing unique behavioural and physiological
traits for identification. Among the widely utilized biometric systems, fingerprint identification stands out. This
process determines the similarity between two sets of fingerprint images, posing a complex pattern recognition
challenge. Contrary to the misconception that automatic fingerprint identification is a fully resolved issue, it
remains intricate due to the difficulty in designing accurate algorithms for feature extraction and matching.
Various techniques exist for fingerprint matching, including methods that compare minutiae features or seek

similarities in the broader fingerprint structure.
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Figure 1: Various Minutiae Types of Fingerprint

2. RELATED WORK

The contributions of various researchers in the realm of fingerprint identification, encompassing feature
extraction, pore extraction, and matching. Throughout the literature, diverse authors have presented unique

solutions to challenges within the fingerprint matching system.

Qijun Zhao et al. [1] introduced an innovative approach to fingerprint pore extraction by proposing an adaptive
pore model. Unlike conventional methods using isotropic pore models, this research challenges the assumption
of isotropic in actual pores. The authors advocate for an adaptive anisotropic pore prototype, whose parameters
dynamically adjust based on the fingerprint's ridge path and period. The fingerprint image is segmented into
blocks, and a local pore model is applied to each block. Employing a matched filter for each block, the proposed
method demonstrates superior accuracy in identifying pores compared to contemporary extractors, as evidenced

by experiments conducted on high-resolution fingerprint samples.

Moheb R. et al. [2] presented a novel approach for image extraction and precise skin detection from web pages.
Their paper introduces a system that extracts images from web pages and identifies the skin color regions within
these images. A key feature of this system is the 'Filter Tool Bar,' constructed by modifying Pavel Zolnikov's
implementation. The authors propose three innovative methods for image extraction, addressing limitations of
the regular expression method suggested by llan Assayag. These methods involve extraction after loading web
pages using the proposed Filter Tool Bar, before loading the web page locally, and before loading the web page

from any server.

Manvjeet Kaur et al. [3] introduced a fingerprint verification system based on minutiae extraction techniques.
While existing fingerprint verification methods rely heavily on minutiae matching, they face challenges,

particularly with low-quality images. Distortion, a common issue in fingerprint matching, alters geometric
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location and alignment, introducing difficulties in matching impressions from the same finger. Accurately

identifying and rejecting false minutiae remains an ongoing research concern. This study consolidates various
methods to develop a minutia extractor and matcher, implementing techniques such as morphological processes
for splitting, thinning, false minutiae removal, minutia localization, and unification by transforming a branch
into three terminations. The proposed approach aims to address challenges associated with minutiae extraction

and matching in fingerprint verification systems.

Hoi Le et al. [4] introduced an innovative approach to online fingerprint recognition, incorporating a rapid and
distortion-compliant hashing method. The application scenarios for this technology include ID cards, e-
commerce, and computer system access, where reliable identification is essential. Traditional verification
methods rely on knowledge-based techniques like passwords or token-based PINs (e.g., magnetic cards).
However, biometrics such as fingerprint, eye retina, iris, face, voice, and gait offer a more dependable form of
authentication. The challenge lies in handling extensive biometric data and multipart biometric measures while
striving for accuracy and speed in the development of a biometric matching system. The paper addresses the
issue of fast fingerprint indexing, presenting a novel and robust indexing scheme. This scheme not only

accelerates the fingerprint matching process but also enhances the overall accuracy of the system.

Ratha et al. [5] introduced an adaptive flow orientation-based segmentation algorithm. In this method, the
orientation field is computed to determine the ridge directions at each point in the image. To segment the ridges,
a 16x16 window aligned along the ridge direction is evaluated around each pixel. The projection sum along the
ridge direction is then computed, and the peak points in the projection correspond to the centers of the ridges.
The resulting ridge skeleton undergoes smoothening through morphological processes. Finally, minutiae are

identified by tracing end points and bifurcations in the thinned binary image.

Anil Jain et al. [6] proposed a method titled "Pores and Ridges: Fingerprint Matching Using Level 3 Features.”
Fingerprint friction ridge details are typically categorized at three levels: pattern, minutiae points, and pores and
ridge shapes. Despite the availability of high-resolution sensors (1000 dpi), which consistently extract Level 3
features, many Fingerprint Matching Systems primarily utilize Level 1 and Level 2 features. Increasing image
resolution does not necessarily enhance matching performance. Jain et al. developed a matcher that incorporates
Level 3 features, such as pores and ridge shapes, for 1000 dpi fingerprint matching. These features are extracted
using wavelet transform and Gabor filters, and the matching process employs the ICP algorithm. Experimental
results on a medium-sized database demonstrate that Level 3 features carry significant discriminatory
information. The Equal Error Rate (EER) values decrease when Level 3 features are combined with Level 1 and

2 features.

Mayank Vatsa et al. [7] introduced an algorithm that integrates pores and ridges with minutiae to enhance
fingerprint authentication. This paper presents a rapid fingerprint verification algorithm that utilizes level-2

minutiae and level-3 pores and ridges features. The algorithm employs a two-stage procedure for fingerprint
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image enrollment. In the initial phase, a Taylor series-based image transformation is utilized for coarse

enrollment, and in the second phase, thin plate spline transformation is applied for fine enrollment.

A fast feature extraction algorithm is proposed, utilizing the Mumford—Shah functional curve evolution, to
efficiently segment contours and extract complex level-3 pore and ridge features. The authors propose a
Delaunay triangulation-based fusion algorithm to combine level-2 and level-3 information, providing structural
consistency and robustness against minor changes caused by redundant noise or non-linear distortion during

image capture.

Eight quantifiable measures are defined using level-2 and level-3 topological characteristics, forming a feature
super vector. The final classification of genuine or impostor cases is implemented using a 2n-support vector
machine with the feature super vectors. Experimental results and statistical assessments demonstrate that the
feature super vector yields discriminatory information and higher accuracy compared to existing identification

and fusion algorithms.

Coetzee and Botha [8] introduced a binarization technique that relies on edges extracted using the Marr-
Hilderith operator. The resultant edge image is combined with the original grayscale image to generate the
binarized image. This approach utilizes a recursive method of line following and line thinning, employing two
adaptive windows (gray-scale window and edge window) throughout the recursive process. Initially, the pixel
with the lowest gray-scale value is selected, and a window is positioned on it. The window's boundary is
continuously adjusted to trace the ridge boundary, and the recursive process concludes when all ridge pixels

have been tracked to their respective ends.

Ruud M. Bolle et al. [9] proposed evaluation techniques for biometrics-based identification systems. The
growing popularity of biometrics-based identification is attributed to increased ease-of-use and reliability. The
paper addresses two often overlooked aspects of performance assessment. Firstly, they highlight the impact of
the dataset on assessment results and propose methods to characterize datasets for meaningful performance
comparisons across different systems. Secondly, typical studies state false reject and false accept rates in match
score form without computing confidence intervals, thus neglecting the significance of estimates. The paper
explores parametric and nonparametric (bootstrap) methods for determining confidence intervals, with a

specific focus on false reject rate estimations.

Wang Yuan et al. [10] proposed a real-time fingerprint identification system that employs a novel fingerprint
matching strategy based on a minutiae matching algorithm. The system is specifically designed for today's
embedded systems with small area sensors used for fingerprint matching. It comprises stages such as fingerprint
enhancement and quality check, feature extraction, fingerprint matching utilizing the innovative matching
algorithm, and integration with other identification systems. Experimental results demonstrate that the system

exhibits strong performance.
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Wei Cui et al. [11] conducted research on edge detection algorithms for fingerprint images. The paper
introduces various edge detection operators, comparing their characteristics and performances. The test results
indicate that each algorithm has its advantages and disadvantages, requiring careful selection based on the
characteristics of the identified images for seamless execution. The Canny Operator, for instance, is robust
against noise interference and can detect real weak edges. Its advantage lies in using two different thresholds to
distinguish strong and weak edges, with weak edges included in the output image only when connected to
strong edges. The Sobel Operator performs well on images with gray gradients and high noise, although the
accuracy of edge location is somewhat compromised, resulting in edges with more than one pixel. The Binary
Image Edge Detection Algorithm, while simple, accurately detects the image's edges, and the processed images
do not require thinning, making it suitable for various binary images with no noise.

Shunshan Li et al. [12] introduced an Image Enhancement Method for Fingerprint Identification System. The
paper proposes a novel fingerprint image enhancement technique utilizing a refined Gabor filter. This method
effectively fills the gaps to connect ridges, ensuring maximal gray values at the ridge center and compensating
for nonlinear deformations. The process involves ridge orientation approximation, Gabor filter processing, and
refined Gabor filter processing. The initial Gabor filter reduces noise, provides a more precise distance between
ridges for subsequent filtering, and generates a preliminary ridge orientation map. The refined Gabor filter, with
adjustment parameters, significantly enhances ridges, connects breaks in the ridges, and ensures maximal gray
values are located at the ridge center. Importantly, the algorithm can compensate for nonlinear distortions
without introducing spurious ridge structures. This feature avoids undesired side effects in subsequent
processing, providing a reliable fingerprint image processing method for the Fingerprint Recognition System. In
summary, the application of a refined Gabor filter in fingerprint image processing results in high-quality

fingerprint images and improves the overall performance of the Fingerprint Recognition System.

S. Mil'shtein et al. [13] introduced a fingerprint recognition algorithm designed for both partial and complete
fingerprints. The paper presents two innovative algorithms: the Spaced Frequency Transformation Algorithm
(SFTA) and the Line Scan Algorithm (LSA). SFTA leverages Fast Fourier Transform for image analysis, while
LSA is specifically crafted to compare partial fingerprints efficiently and reduce the time required for
comparing complete fingerprints. Combining SFTA and LSA proves to be a highly effective recognition
technique, particularly excelling in accuracy for partial fingerprints. The algorithms, however, face a limitation
in the lack of pre-ordering of observed fingers. Despite implementing a minutiae classification scheme to reduce
the reference base for a given finger, the application of LSA and SFTA becomes necessary as the reference base

shrinks.

Wang Yuan et al. [14] proposed an innovative approach for minutiae filtering in fingerprint images. Unlike
existing structural approaches that use heuristics and ad-hoc rules, or gray level approaches that rely on raw
pixel values and supervised classifiers, this method introduces two new procedures for minutiae confirmation

based on non-trivial gray level features. These features automatically capture the structural properties of the
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minutiae neighborhood, leading to improved grouping. Directionally selective steerable wedge filters are

employed to discriminate between minutiae and non-minutiae regions with reasonable accuracy. Additionally, a
second technique based on Gabor expansions is presented, offering even better perception. The paper provides
an objective assessment of both algorithms. Beyond minutiae verification, the feature description can also be

utilized for minutiae detection and minutiae quality assessment.

Suneeta Agarwal et al. [15] introduced a fingerprint identification technique based on normalized cross-
correlation. The prevalent method of matching fingerprints relies on the number of corresponding minutia
points, which has gained acceptance. However, this approach proves inefficient for identifying low-quality
fingerprint images. In response, the authors propose a normalized cross-correlation technique to address this
issue and enhance results. Correlation-based methods are increasingly employed in biometrics due to their
superior performance. The paper advocates for the normalized cross-correlation technique for fingerprint
identification, aiming to minimize error rates and reduce computational efforts compared to minutiae-based
methods. The achieved Equal Error Rate using minutiae matching is 2%, while the proposed technique in this

paper achieves approximately 1% for all types of fingerprints in combined form.

David G. Lowe [16] presented an approach to extracting unique image features from scale-invariant key points.
This technique extracts invariant features from images, enabling reliable matching across various perspectives
of an object. The features remain consistent to image scale and variations, demonstrating robustness against
affine transformations, changes in viewpoint, addition of noise, and alterations in brightness. These highly
unique features allow for effective matching with a high probability against a large database of features. The
paper also outlines a novel approach to utilizing these features for object recognition. The identification process
involves matching individual features to a database of known objects using a fast nearest-neighbor algorithm.
This is followed by a Hough transformation to detect clusters belonging to a single object, and the identification
is accomplished through a least-squares solution for consistent parameters. This identification approach robustly

identifies objects amid clutter and occlusion while achieving real-time performance.
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3.Conclusion

This section outlines the research conducted by the author on fingerprint matching systems and pores
extraction and matching systems. The chapter provides a summary of all referenced papers, offering a
survey of novel approaches to fingerprint feature extraction and matching. It delves into the characteristics,
design considerations, and applications of these approaches, providing an overview of Level 1 and Level 2
features in the literature, including their functionalities. The discussion extends to the Scale-Invariant

Feature Transform (SIFT) algorithm, providing a comprehensive understanding.

Furthermore, the chapter introduces a novel approach for Level 3 feature extraction and matching
algorithms. Given the evolving nature of technology and its challenges, the proposed works in these papers
aim to address weaknesses in system security and accuracy concerns. Test results indicate that the proposed
approaches, along with their associated feature extraction methods, can more accurately and robustly
identify matches, contributing to enhanced matching accuracy in feature-based fingerprint matching

systems.

Considering the increasing demand for secure authentication, the proposed systems in these papers offer
additional control for single-type sensor systems, providing heightened security without the need for extra
devices for each behavioral aspect. This approach presents a promising avenue for technology, facilitating
secure authentication through logically extracted pores. The proposed algorithm demonstrates superior
performance compared to existing recognition and fusion algorithms. Additionally, fingerprint-based
systems prove more efficient in biometric-based systems than other multimodal approaches, offering

various advantages in the realm of authentication technologies.
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