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Abstract

(VR) Virtual Reality has emerged as a
transformative platform for modern day humans.
VR application range from games & entertainment
where humans. Can experience game life and enjoy
their favorite. Shows with VR provides Realistic
environment to learn and gain experience and also
practice in the VR world without having any losses.

his paper explores the multifaceted security
and privacy issues associated with VR
environments. Key concerns include the protection
of sensitive user data, safeguarding against
malicious software and cyber-attacks, ensuring
secure communication

The implication of these critical issues in
finding ways of improving the security and privacy
of VR is a focus of this paper to support the need for
developing better VR technologies

This paper looks into the existing solutions in
the contemporary society and their drawbacks
before pointing out the fact that there is a need for
better sounding security measures and privacy
solution that can be implemented in the society at
larg

However, with wide adaption of VR it also
brings forth various security and privacy issues that
needs to be addressed for safety of the users. This
paper will cover these topics briefly.

Keywords: -Virtual Reality, Security Issues,
Personal Security, Privacy Concern, Virtual
Privacy, Modern day Security

1. Introduction

Virtual and Augment Realities are
becoming a part of modern-day humans. Virtual
Reality can also be describe as placing a viewer
in a world generated by computer. Where the
viewer is able to move and interact with virtual
object freely on the other hand Augmented
reality can be describe as bringing virtual object
to real world using computers.

Computer analyze surrounding area with
special sensors and places the object in real world
via an output device (screen, phone, etc.)

As everyone know the virtual world used
in virtual reality on. also, this generated using
computer software.so It is bound to have some
privacy issues going on. Also, there are loopholes
in VR &AR that can be exploited by the user.

Despite virtual reality (VR) being
initially marketed toward gaming, there are many
potential and existing VR applications in various
sectors and fields, including education, training,
simulations, and even in exercise and
healthcare.[1]

What is VR (Virtual Reality)?
How it works?

VR can be easily understood with the statement.
“Placing a viewer in a world generated using
computers and software” viewer can experience the
vr world using vr headset & speakers. For more
realistic experience user can freely with object.

VR Headset & software create a 3-dimensional
interaction environment that user can perceive as
real.

For VR world to work serval components
Work together such as
1) Hardware: specialized headsets for user, powerful
computers to render & generate the virtual world
trackers to track user’s movements, controllers to
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manipulate object etc.2) Software: specialized
software generates virtual environment. For user and
also manages user interaction within the vr world.
Processing users input in vr world. rendering 3D
graphic/world, simulating physics also includes in
software.
B) with use of specialized headsets user can
isolate themselves visually and also audibly
fromreal  physical. world. It allows the user to
immerse himself in the virtual reality. Headsets
has trackers that can track user’s movements and
maintain real time display by adjusting the view
as the user moves. It maintains the illusion of
being in a virtual space.
Overall vr technology creates immersive.
interactive experience by combining specialize
hardware &sophisticated software. where user
can explore and interact with the virtual world.
just like they do in real world.
Virtual reality is characterized by three basic
ideas: (Pinho, 2004)
* Immersion: the user has the real sensation of
being inside the virtual world of the computer.
Devices
that make this sensation: digital helmets and
digital cave.
* Interaction: the user manipulates virtual
objects. Devices that make this sensation: digital
gloves.
* Involvement: exploring of a virtual
environment, it’s as if the user took part of the
virtual world and
he can interfere directly in result of the
application, the user can navigate on the virtual
environment

in a passive or active way. [2]

Advantages of VR:

VR provides interactive and engaging learning
environments, allowing users to experience
scenarios that would be impossible or impractical
in real life. This is particularly beneficial for
fields such as medicine, engineering, and
military training where practical, hands-on
experience is crucial.

VR offers an unparalleled level of immersion and
interactivity in gaming

A user can merely visit a region or location they

have no physical possibility of accessing or
visiting at any given time with the use of VR
VR enables more interactive and lifelike remote
meetings

VR provides safe and controlled environments
for practicing complex or hazardous tasks, such
as piloting aircraft, performing surgery, or
responding to emergency situations.

Disadvantages of VR:

The hardware and software required for high-
quality VR experiences can be expensive,
making it less accessible for many individuals
and smaller organizations.

Some users experience motion sickness,
dizziness, or nausea due to the sensory
disconnect between movement in the virtual
environment and the lack of physical movement.
Users may inadvertently injure themselves or
others by moving around in the real world while
immersed in a VR environment.

Longer use of VR headsets can cause eye strain,
headaches, and general fatigue.

Current VR technology still have limitations in
terms of field of view, resolution, and overall
visual quality, affecting the immersive
experience.

Recent cases with VR :-

a disturbing recent case has occurred regarding
safety issues with VR, a group of players alleged
physical harassment of a girl’s avatar in a virtual
reality game, this questions the safety of players
in VR world. Although the accuser did not
sustain any physical injuries, she may have
suffered trauma similar to someone who’d be
harassed in real life. There is an emotional and
psychological impact on the victim that is longer
term than any physical injuries.[3]

There are several more cases like this that
happened in the VR world. This VR world does
not have laws like we have in the real world that
we live in this is a massive flaw in in the VR
world that must be addressed and taken care of
immediately
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6. Have you ever experienced a security issue (e.g.,

. hacking, unauthorized access) while using VR?
Prevention measures 7. Have you experienced any health issues after using VR

Prevention measures are absolutely necessary. Here gadgets?

are some measure that will

1. prevent mishaps Educate users, especially new ReSUItS_
ones, about the safe use of VR equipment 1)what is your age

2. Educate users, especially new ones, about the

safe use of VR equipment ® Under 18
® 18-24

3. Only download and use VR software from ” 2534

. ® 35-44

reputable sources to avoid malware and other A ® 554

. . - ® 556
security risks that may cause serious damage =8 :

@ 65 and above

4. Take regular breaks, have some rests

5. Ensure that the play area is free of obstacles that
may harm the user 2) Are you familiar with Virtual Reality (VR)

: . technology?
6. Keep cables and wires organized and out of the 100 responses gy

way to prevent tripping

® s

7. VR system that the user is using must have strong o
moderation and monitoring to prevent any
abuse or violations. -
Methodology

This research paper combines qualitative When people were asked how familiar they were
and quantitative analysis to learn that if people are with concept of virtual reality 53% were very
aware of privacy and security in virtual reality familiar,
and its potential effects on users. We can analyze 47% were not familiar at all.
and draw a conclusion from people's responses on
a public survey.
Public Survey

The survey is used to gather the data. Boththe
outcome and the process by which it wasarrived at
will be examined. In this instance, 100 people were 3) How often do you use VR?
asked their opinions about their awareness and effects
of Virtual Reality and how much they are aware of it. :aaeigkw
Conducting a survey isessential to obtaining reliable Wonthly
data that can be analyzed and used to determine the @ Rarely
survey's outcome. @ Never
Questionnaire
1. What is your age group?
2. Are you familiar with Virtual Reality (VR) ) )
technology? When people were asked if they use of virtual
3. How often do you use VR? reality (VR).11% were using virtual reality daily,
4. What activities do you engage in while using VR? 13% were wga virtual reality weekly,22% were
5. How concerned are you about your privacy when using virtual reality monthly,20% were using a
using VR? virtual reality rarely and 34% were never uses the

JETIR2406138 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | b293


http://www.jetir.org/

© 2024 JETIR June 2024, Volume 11, Issue 6

www.jetir.org (ISSN-2349-5162)

virtual reality

4) What activities do you engage in while using VR?

® Gaming
® Socializing
Education/Training

® Work-related tasks
L °

®no
® No
® Never

When people were asked which activities they are
engage while using VR. 27.7% using virtual reality
in gaming, 15.7% using virtual reality in
socializing, 28.9 using virtual reality in education
and training, 15.7% using virtual reality in work
related task and 15.7 % never use virtual reality
in above options.

5) How concerned are you about your privacy when
using VR?

@ Not concerned at all
@ Slightly concerned

Moderately concerned
@ Very concerned

When people were asked how concerned are you about
your privacy when using virtual reality .32% were are
not concerned while using virtual reality, 25% were
slightly concerned while using virtual reality,19%
were moderately concerned while using virtual reality
and 24% were very concerned while using virtual
reality.

6) Have you ever experienced a security issue (e.g.,
hacking, unauthorized access) while using VR?

@ Yes
@ No

When people were asked have you ever experienced
security issue. 63% were not experienced security
while using virtual reality and 37% were experienced
security issue while using security virtual reality.

7) Have you experienced any health issues after using
VR gadgets?

® ves
® No
IMaybe

When people were asked have you experienced any
health issue after using VR gadgets .59% were not
experienced health issue after using Vr ,27% were
experienced health issue after using Vr and 14%
were maybe experienced health issue.

Hypothesis testing

Hypothesis testing is a sort of statistical reasoningthat
includes analyzing data from a sample to derive
inferences about a population parameter orprobability
distribution. First, a hypothesis is created regarding the
parameter or distribution. This is known as the null
hypothesis, abbreviatedas HO. After that, an alternative
hypothesis (denoted Ha) is defined, which is the polar
opposite of the null hypothesis. Using sampledata, the
hypothesis testing technique determines whether or not
HO may be rejected. The statisticalconclusion is that the
alternative hypothesis Ha istrue if HO is rejected. For
this paper, Null hypothesis (HO): Peoples are concerned
about Privacy and security regarding Virtual Reality.
Alternative hypothesis (Ha): Peoples are not concerned
aboutPrivacy and security regarding Virtual Reality.

TEST (STATISTICS) There are many tests available
to determine if the null hypothesis is to be rejected or
not. Some are: 1. Chi-squared test 2.T-student test (T-
test) 3. Fisher’s Z test. For this paper, we will be using
Chi-Squared Test Pearson’s chi-square test is a
statistical test for categorical data. It is used to
determine whether your data are significantly different
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from what you expected

Level of significance - (Also known as alpha or o).
A significance level of 0.05, for example, means
there's a 5% probability of discovering a
difference  when there isn't one. Lower
significance levels indicate that more evidence is
required to reject the null hypothesis. Level of
confidence The confidence level indicates the
probability that the location of a statistical
parameter (such as the arithmetic mean)
measuredin a sample survey is also true for the

entire population.

To Calculating Ei= Row total*Column
Total/Grand Total 9*%15/20=6.75, 9*5/20=2.25
11*15/20=8.25, 11*5/20=2.25

Step 3- Calculating X(Oi-Ei2)/Ei-

¥ (7-6.75)%/6.75= 0.009259

T (2-2.25)2/2.25= 0.027778
S (8-8.25)2/8.25= 0.007576
¥ (3-2.75)%/2.25= 0.027778

Step 4-To Calculate Chi Squared value

The formula Is =CHIINV (0.06,2)

Where 0.05 is the level of significance and 2 isthe
degree of freedom (3-1) *(2-1) =2 CHIINV(0.06,2)
=0.968112086

Since this Chi Squared-value is greater than our
chosen alpha level of 0.05, we can accept the null
hypothesis. Thus, we have sufficient evidence to say
that Virtual Reality technology do not have bad
effects.

Sr.no  Mail_id Gender |Grade

1 Anish M Concerned

2 Mayank M Not Concerned
3 Surekha F Concerned

4 Rohit M Concerned

5 Vinish M Not Concerned
6 Dinesh M Concerned

7 Apeksha F Concerned

3 Vedant M Not Concerned
9 Prachi F Concerned

10 Rekha F Concerned

11 Ganesh M Concerned

12 Manasi F Not Concerned
13 Suyash M Concerned

14 Chetan M Concerned

15 Vighnesh M Concerned

16 Janhavi F Concerned

17 Nishant M Concerned

18 Kshipra F Concerned

19 Ruchika F Not Concerned
20 Mugdha F Concerned

Level of significance = 0.09 i.e., confidence =
96%

The chance of accepting the null hypothesis in achi-
squared test depends on the chosen significance
level and whether the calculated Chi-value is more
than or equal to that significance level. Then we can
reject the alternative hypothesis and conclude that
Virtual reality will have bad impact on user’s

health

Step 1: Determine what the null and

alternative hypothesis are-

Null hypothesis (H0): VR technology do not have bad
impact on users Alternative hypothesis (Ha): Virtual
reality technology have bad impact on users.

Step 2: Find the test statistic - Calculating Ei
value-

Concerned  |Not Total
Concerned
Male 8.00 3.00 11
Female 7.00 2.00 ¢)
Total 15.00 5.00 20
Ei 8.25 6.75 15
Findings

1.  Majority of the audience we surveyed
was familiar with Virtual Reality and its uses.
But a major part of audience was not familiar
with VR technology yet.

2. Audience was Gaming and educational
use of VR technology.

3. As per survey most of the
Audience haven’t used the VR technology
yet and those who actually used the VR they
were using the VR technology once a month
or twice.

4, Majority of the Audience was not aware
of effects of VR technology as they weren’t
familiar with the technology itself.

Conclusion

In conclusion, people are concerned abouthealth
effects of Virtual reality technology and they are
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trying to mitigate those risk in order to get better
health in modern day and age. Audience is not
well aware of the harmful effects of virtual
reality since a large portion of audience is not
familiar with the technology itself.
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