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Abstract: Block chaining is the mechanism by which 

users can differently accounts within same cloud 

storage. The cloud environment is used in block 

chaining to provide the resources on shared basis. In 

normal situation, single user can have only one 

account and if other user tries to login into the system 

causes the chained attack. The chained attack is also 

known as collision. The proposed work provides the 

solution to this chained attack. For solving the issue, 

multiple tag support is provided within cloud 

environment. To provide the security, BLOCK 

CHAINING based encryption is collaborated along 

with multiple tag support. The proposed work provide 

the facility to the user for adding more records within 

same account using the facility of multiple tags. The 

collision problem is completely eliminated using the 

proposed work with multiple tag support. The security 

is enhanced since key formation is more complex as 

compared to mechanism without random key 

generation. The result of the proposed work is 

expressed in the form of through indicating total 

output, encryption time and decryption time. The 

result is improved by the significant margin using the 

proposed work that is in the range of 10% as 

compared to approach without multiple tag support.  
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Introduction 

Cloud provides the users with the support in the form 

of resources. [1]The resources that is provided is 

portioned into layered forms. The layered approach 

includes IaaS, PaaS and SaaS. The proposed work 

works on the infrastructure as a service layer. This 

layer contains the storage-based system. The storage 

is mostly attacked by the hackers. The layer model of 

cloud is represented with the figure 1. 

 

 

 

Figure 1: Cloud Layered Model 
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[2]IaaS allows the users to access the storage resources as 

per the needs. User needs to pay for the resources that are 

required to be accessed. There will be service level 

agreement between the client and service provider. This 

service level agreement cannot be violated by both the 

parties.[3] The resource accessing can be through single 

user login or authorization. The authorization mechanism 

ensures that no unauthorized user can access the 

resources.   

[4]During account creation and storing of data issue of 

collision can arise. The reason for the same is multiple 

users sharing the common account. [5]This cause the data 

to be overwritten by other user of the same account. 

[6]This problem is solved within the proposed system. 

This problem is rectified using the multiple tag support 

and BLOCK CHAINING encryption process. Rest of the 

paper is structured as under: section 2 gives the literature 

survey of cloud security mechanisms, section 3 gives the 

methodology of operation, section 4 gives the 

performance analysis along with result section, section 5 

gives the conclusion and future scope and last section is 

terminated with references.  

2. Review of Literature 

This section presents the review of different strategies that 

are used to provide the security within cloud system. The 

cloud-based system provides the suers with the shared 

resources. The resources are the main point that could be 

hacked and to avoid the situation encryption strategies are 

applied.  

[7] proposed a security mechanism within public cloud. 

The encryption is based upon the public key that is shared 

between the source and destination. This means that cloud 

security in this case is weak. The mechanism that is used 

is strictly based upon the RSA based mechanism. The 

result is expressed in the form of encryption and 

decryption time.  

[8]proposed a binary BLOCK CHAINING encryption that 

is based upon the human BLOCK CHAINING encryption 

model. This encryption uses the private key at both the 

sender and receiver end. The encryption strategy that is 

used is secured but key generated is not complex. The 

collision problem however in this case is not resolved. 

This means that parameters can be optimized further for 

improving the result.  

[9]proposed alarm-based strategy for handling the security 

within the cloud. The shared resources can be accessed 

with the help of accounts. The account that is common 

may not be suitable for this approach. Multiple tag support 

is missing and hence data will be overwritten in this case.  

[10] proposed a format preserving encryption using the 

random key mechanism. The random key generates the 

secure mechanism and data is shared among the source 

and destination. The same account and multiple clients 

may cause the problem of collision that is not tackled 

through this approach. The issue is aggravated in case 

large volume of data is required to be stored within cloud.  

[11]proposed a scalable approach for providing security 

within the cloud-based system. The security in this case is 

provided through systematic key. The key ensures better 

scalability and sharing of data as compared to RSA 

encryption-based mechanism. The throughput however is 

poor in this case. This can be improved through the 

collision resolution mechanism.   

[12] proposed a trust management system within cloud 

computing. The cloud computing environment has 

multiple vendors. The reputation of the vendors allows 

them to sell the cloud storage. In case attack occurs, 

reputation within the cloud also becomes weak. To resolve 

the issue trust management system is implemented in this 

paper.  

[13] proposed cloud security mechanism with DES. Data 

encryption standard uses the public key at source end and 

private key at the destination end. This means that 

asymmetric keys are used at the source and destination 

end. The mechanism also ensures that throughput is in the 

reasonable range. The encryption tie and decryption time 

in this case is high.  

[14] proposed a digital signature-based mechanism to 

support security within cloud computing. This is one of 

the most secured mechanisms used within cloud. This 

technique ensures that unauthorized user cannot access the 

resources. Only issue of throughput appears within this 

system. 

In almost all the discussed literature, collision issue is 

present. In addition, security is weak. This problem is 

rectified within t he proposed system using the collision 

resolution and multiple tag support based mechanism.  

3. Proposed Methodology  

The proposed methodology includes tag support with 

same index. This means that same index will be capable of 

storing multiple data. This is known as multiple tag 

support and this will remove the collision if any within t 

he storage system. The flow of the proposed system is 

given within figure 2 
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Figure2:Collision resolution with multiple tag support

To use the system we need to upload file onto the cloud. The file format for the usage is given in table 1 

 

. 

AC No. Name(First) Name(Last) Account_Holder_Email Gender Ac_Group 

1 Kanica MacBarron kbirt012@paypal.com  Female 4.9E+16 

2 Nikita Smith narthey123@paypal.com  Female 5.6E+13 

3 Ariena Williams aclapison212@miibeian.gov.cn Female 3.77E+11 
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4 Siseley Brown sdummer315@miibeian.gov.cn Female 3.57E+13 

5 Spense Johnson smccourt454@youku.com  Male 3E+18 

6 Lunus Jones ljasik578@prweb.com Male 6.76E+19 

7 Alfredea Garcia alinnit698@wisc.edu   Female 4.91E+14 

8 Elvis Lopez atertre704@wisc.edu  Male 3.53E+12 

9 Dixie Gonzales dtetla812@devhub.com  Female 3.56E+13 

10 Aillyn Thomas asiddens925@weibo.com  Female 3.7E+15 

11 Benet Wilson Blandmana876@microsoft.com  Male 3.59E+17 

12 Horate Ghidetti Hdoogueb890@ telegraph.co.uk  Male 6.39E+19 

13 Rutgerie Joseph Rghidettic456@microsoft.com  Male 4.51E+16 

14 Vauvan Paolazzi 

 

Vmainstond367@ friendfeed.com  Male 6.76E+14 

15 Rupci Linnit Rdemarse375@domainmarket.com  Male 5.49E+16 

16 Fedric Siddens Ccasfordf432@friendfeed.com  Male 3.56E+18 

17 Rodovico Arthey Lpaolazzig225@flickr.com 

paypal.com 

Male 6.04E+17 

18 Emog Jackson Emacbarronh789@flickr.com  Female 5.6E+15 

Table 1: Dataset used in the proposed mechanism.  

The proposed methodology that is used is given within the figure 3 
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Figure 3: proposed methodology  

4. Performance Analysis and result 

The performance analysis indicates the result that is 

obtained with the proposed system. The result section 

also demonstrate that proposed result is better as 

compared to existing work. The execution time is the 

first metric that is demonstrated in the proposed work. 

The result is given within  

File Size(KB) Execution time 

Existing 

work(ms) 

Execution time 

proposed 

work(ms) 

500 10 5 

1024 16 8 

2048 22 11 

4096 30 20 

8192 42 25 

The result is also clear within the plots. The plot for 

the execution time is given within the figure 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.jetir.org/


© 2024 JETIR June 2024, Volume 11, Issue 6                                                                      www.jetir.org (ISSN-2349-5162) 

JETIR2406398 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org d797 

 

Table 2: Execution time comparison 

 

The encryption tie and decryption tie is reduced 

considerably using the proposed mechanism. This is given 

within the table 3. 

File 

Size(KB) 

Encryption 

and 

decryption 

time 

Existing 

work(ms) 

Encryption 

and 

decryption 

time 

proposed 

work(ms) 

500 100 5 

1024 160 83 

2048 202 110 

4096 310 220 

8192 422 250 

 

Table 3: Encryption and decryption time comparison 

The plots showing the use of encryption and decryption 

time is given within figure 5. 

 

Figure 4: Execution time The encryption and decryption 

time is the next metric used within the proposed system.  

 

Figure 5: Encryption and Decryption time 

The throughput obtained through the proposed system is 

also high. The throughput means total output. Since 

multiple tag support is present hence, throughput obtained 

is also high. The throughput obtained through the proposed 

approach is given in table 4 

File Size(KB) Throughput 

Existing work 

Throughput 

proposed work 

500 10.23 10.89 

1024 16.123 23.45 

2048 18.90 27.7 

4096 20.7 28.98 

8192 22.56 30.44 

Table 4: Throughput through existing and proposed work 

Throughput indicates the total output that is increased 

through the proposed approach. This is indicated with the 

figure 6 

 

Figure 6: Throughput through existing and proposed work. 

The result obtained through the existing and proposed 

approach indicates that proposed system is better as 

compared to existing approach. 

5. Conclusion and future scope 

The collision resolution approach employed within the 

proposed approach indicates that same user will be able to 

store data within same account. The collision will not take 

place and throughput will increase. The BLOCK 

CHAINING encryption strategy used also increases the 

security since private key is used at both the sender and 

receiver end. Multiple tag support removes the collision 

issue that is common in cloud environment. The service 

level agreement is not violated, and customer trust is also 

going to be increased. The encryption and decryption time 

is considerably reduced using the proposed mechanism.  

The result obtained also indicates that multiple records can 
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be stored without collision. The random key generation 

ensures complex key formation. This key is shared among 

source and destination nodes. The key formed are complex 

and cannot be easily guessed. The mechanism uses the 

dataset that is formed offline as well as real time. The size 

of the dataset is limited at this time and proposed work is 

still required to be tested on large datasets. 

This work is not yet demonstrated on the real time dataset. 

In future we will use real time dataset for enhancing the 

security of operation.  
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